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Abstract 

   Normally, IT service management is mainly worn for implementation and management of quality of IT 
services. IT services and information from different source is categorized as various, inadequate, dissimilar, and 
geologically dispersed. It is hard to consume these complicated services. The main aim of the project is to manage 
large scale information technology system process in easy manner. A systematic way is proposed to overcome the 
challenges of availability, financial loss and security. Hidden Markov Model (HMM) which utilizes knowledge 
engineering is developed to guarantee the engineering procedure. The process of Hidden Markov Model is to 
manage multiple IT services at a time and produce updated service with security to every user in the networks in 
service management. 
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     Introduction 
 IT service management (ITSM) discusses 
the application and administration of value IT 
services. IT service management is accomplished by 
IT service sources through persons, procedure and 
information technology. 

A Hidden Markov Model is a finite set of 
states; each state is related with a probability 
distribution. Transitions between these states are 
administered by a set of probabilities called transition 
probability. In a particular state a possible outcome or 
observation can be formed, which is related 
representation of observation of probability 
distribution. It is only the result, not the state that is 
marked to a peripheral viewer and consequently 
states are ``hidden'' to the exterior; resulting the name 
Hidden Markov Model [14].   
A Hidden Markov Model (HMM) is a statistical 
Markov model in which the arrangement actuality 
exhibited is anticipated to be a Markov process with 
unnoticed states. In simpler Markov models, the state 
is openly observable to the viewer, and consequently 
the state shift chances are the only parameters. In a 
hidden Markov model, the state is not openly visible, 
but output, reliant on the state, is visible. Each state 
has chance dispersal over the probable output tokens. 
Thus a hidden Markov model is a standard Markov 
process augmented by a set of observable states, and 
some probabilistic relations between them and the 
hidden states.  

Knowledge Engineering (KE) is an 
engineering restraint that includes participating 

knowledge into computer systems in order to resolve 
composite complications generally demanding a high 
level of human capability.  

Knowledge engineering is the acquisition, 
structuring and refinement of knowledge, including 
knowledge analysis, knowledge formalization, and 
knowledge reasoning. 
 
Literature Survey 

An intelligent networking management 
system based on the induced Modified Censored 
Production Rules (MCPRs) extracted from a 
networking structure based on Hidden Markov Model 
(HMM) [2]. The advantage of using this technique is 
that MCPRs are very useful in real time applications 
and can be adapted over time based on the obtained 
experience of the networking working process.  

In IT environments provisioning of services 
with guaranteed QoS has become a crucial point for 
IT service providers. It is an important problem for a 
provider to ensure that the agreements with their 
customers are met. As the Mean Time between 
Failures (MTBF) and the Mean Time to Repair 
(MTTR) are often part of the Service Level 
Agreements (SLAs), it has become vital for a 
provider to react quickly and accurately when 
detecting a failure in a resource [9].  

Managing application services over service 
provider network is a new method for handling IP-
based services and requests, reproducing the writers' 
practice with the IBM Global Network. It defines 
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how one can outspread the prevailing network and 
systems management models to discourse difficulties 
in the managing of request services introduced by 
network service providers (NSP) [11]. The idea of 
“service management domains” which are virtual 
areas constructed from assets and enslavement 
connections concerning to actually examined areas in 
the network management layer [11].  

The incorporation of area specific 
information technology procedures and tools in the 
IBM Service Management architecture, a service-
oriented software architecture that systematizes and 
shortens the organization of IT services. The IT 
procedures are based on a widespread idea of service 
management that includes best performs, such as 
those demarcated by the Information Technology 
Infrastructure Library (ITIL) [6].  

In an exertion to carry more arrangement to 
the mission of programming systems management, 
they present an method for incrementally presenting 
best-practice-based automation into IT service 
delivery and management [8]. The method is process-
centric, using best-practice procedures to construct 
the programming, choice out high-value automation 
chances. Classify contact ideas among automation 
and its wider location, and depict the complete 
influence of programming on the service distribution 
group. The design of the method is by relating it to a 
precise case: sinking the rate of IT variations 
administration via a system that automates variations 
in the area of software maturation controlling [8]. 
 
Hidden Markov Model Uses 

HMM resolves three difficulties, the first two are 
design gratitude difficulties: Discovering the 
possibility of a detected order assumed a HMM for 
valuation; and discovering the order of hidden states 
that most possibly created a detected order for 
decoding. The third difficulty is producing a HMM 
specified a order of interpretations for learning. 
 
Proposed Hmm Framework 

The objective is to manage large scale 
services in information technology and provide the 
updated service to the user with security in easy 
manner. In Framework the process of Hidden 
Markov Model is to manage multiple resources at a 
time and produce security to every user in the 
networks in service management.           

A systematic way is proposed to overcome 
the challenges of availability, financial loss and 
security. A Hidden Markov Model (HMM) which 
utilizes knowledge engineering is developed to 
guarantee the engineering procedure. The process of 
Hidden Markov Model is to manage multiple IT 

services at a time and produce updated service with 
security to every users in the networks in service 
management. 

Proposed system is a graphical model 
representation named as hidden Markov Model. The 
process of Hidden Markov Model is to manage 
multiple resources at a time and produce full security 
to every user in the networks in service management. 
This is mainly used to overcome the problems of 
financial loss and security.  
 The Hidden Markov Model (HMM) is a powerful 
statistical tool for modeling generative sequences that 
can be characterized by an underlying process 
generating  
an observable sequence. HMMs have found 
application in many areas. Here, first the process of 
signature verification to maintain the security. During 
the signature verification any unauthorized person 
does not enter into the cloud based server. 
In proposed system a framework is developed to 
manage the IT services in cloud. Framework is based 
on Hidden Markov Model that utilizes Knowledge 
Engineering. A Hidden Markov Model (HMM) is a 
statistical Markov model in which the arrangement 
actuality exhibited is anticipated to be a Markov 
process with un noticed states.  

Today IT services are getting evolved and 
enhanced, in order to provide the services Hidden 
Markov Model is used that make the services 
available updated to the user. Hidden Markov Model 
works in accordance with the Knowledge 
Engineering that will provide the rules for service 
updating. 

Knowledge Engineering that is utilized by 
Hidden Markov Model will receive the information 
that is knowledge from the experts and will undergo 
the sequence of process like planning, construction, 
application and refinement. These information will be 
formed into rule and given to Hidden Markov Model 
which will jointly form the Hidden Markov Model 
knowledge base. 

Markov Implication manager which will 
perform the management of IT services by arriving to 
the inference from the Hidden Markov Model 
knowledge base. If conclusion cannot be made from 
the Hidden Markov Model knowledge base then the 
knowledge engineering work bench is used for 
editing the rules with the sequence of process. 

Security for entering the cloud and accessing 
the services in the cloud is provided by using Digital 
signature that verifies the user rights to access the 
service. Every user enter into the cloud system they 
enter their login process. The login process may be of 
username and password. After that the user can give 
their digital signature for their security purpose. The 
digital signature can be send to the server and verify 
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the particular user authentication. The digital 
signature can be provided to the user at the time user 
sign up into the cloud. If the signature could be miss-
matched the particular client can be discarded from 
the cloud system  

 
Architecture of the Framework 

The knowledge model used in the proposed 
framework is based on Hidden Markov Model, which 
is one of the well-known graphical models, and has 
been applied in a variety of domains. Hidden Markov 
Model can be thought as a probabilistic inference 
manager. The process of Hidden Markov Model is to 
manage multiple IT services at a time and produce 
updated service with security to every user in the 
networks in service management. 

In this section, we first introduce the 
architecture of the 

Proposed framework and then describe it in 
more detail. In figure 1 there involves are four 
modules in proposed system. The modules are as 
follows, (a) Signature Verification, (b) Markov 
Knowledge Base, (c) HMM Process, (d) Service 
Management. 
Signature Verification 

The first process of our cloud based service 
management is the signature verification. 
 

 
Figure 1: Architecture of the HMM framework. 

In this process the signature of the particular 
client has to be verified. The signature is a process of 
demonstrating the authenticity of a digital message. 
A effective digital signature offers a receiver cause to 
trust that the message was formed by a recognized 
dispatcher, and that it was not changed in transfer.  
Digital signatures are usually used for software 
delivery, financial dealings, and in other belongings 
where it is imperative to notice fake or altering. The 
signature of the client file will be writing into the 
server side only. By sending the IP-address and port 
number of the client immediately the server can 
check the authenticity of the particular client.  
MARKOV Knowledge Base 

The Markov Knowledge Base is a 
knowledge repository that stores all kinds of the 
knowledge. Both the Hidden Markov Models and the 
related rules are stored in Markov Knowledge Base 
for further update and reuse.  
The transaction process could be mainly used for 
application retrieval. While the users enter into the 
cloud server for requesting the particular application, 
if the application should be available the server can 
response to the user and send the application usage 
cost also. The application usage cost can be send by 
the net banking method. Once the user can debit the 
amount to the server it could be further processed and 
produce the application for a particular user.  
HMM Process 
           The main process of our Hidden Markov 
model is to select the nearest server for searching the 
applications. Markov model processes the cloud in 
easy manner. Because clouds can multiple clients and 
using Markov model we have to observing all clients 
service status. Updated services will be maintained, 
according to that the service providence will be 
occurring. 

Knowledge Engineering Workbench 
provides a set of useful tools in support of the whole 
framework. It can define varies kinds of rules, which 
are designed by domain experts and can be utilized to 
extract usable Markov Model. Provides a 
environment which supports to either load existing 
Markov Model generated by the rules, or edit existing 
models by experts; and also provides a set of learning 
algorithms utilized by rules to learn parameters of the 
network from historical records, and validate tools to 
check and test the existing networks. 
Service Management 
             The service will managed by the Hidden 
Markov Model based on the knowledge engineering 
and updated services will be provided to the user. 
Markov Implication Manager provides reasoning 
mechanism for BNs that have been set up. It can be 
used for different service management tasks as 
needed in applications. 
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Conclusion 
A Proposed system is developed for IT 

service management using a graphical model 
representation named as hidden Markov Model. 
Frameworks utilize Hidden Markov Model in support 
of knowledge engineering. The main aim of the 
proposed system is to overcome the problem of 
financial loss, availability and security. Digital 
signature is provided for verification of authenticity. 
Knowledge Engineering that is utilized by Hidden 
Markov Model will receive the information that is 
knowledge from the experts and will undergo the 
sequence of process like planning, construction, 
application and refinement. This information will be 
formed into rule and given to Hidden Markov Model 
which will jointly form the Hidden Markov Model 
knowledge base. The process of Hidden Markov 
Model is to manage multiple services and provide 
updated service at a time and produce security to 
every user in the networks in service management.  
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